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Abstract. Zero Trust (ZT) has become a fundamental paradigm in modern cybersecurity architecture by emphasizing the principle of
“never trust, always verify.” The Cybersecurity and Infrastructure Security Agency (CISA) introduced the Zero Trust Maturity Model
(ZTMM) as a framework to guide organizations through four maturity stages Traditional, Initial, Advanced, and Optimal in adopting
Zero Trust principles in a gradual and structured manner. In Indonesia, PT XYZ, as one of the telecommunications companies in the
country, has adopted the Zero Trust approach as a strategy to strengthen its overall security posture amid the increasing complexity of
infrastructure and cyber threats. This study aims to evaluate the maturity level of Zero Trust implementation at PT XYZ using the CISA
ZTMM framework. The evaluation was conducted by analyzing the implementation of security controls across several core pillars of
Zero Trust and assessing the alignment of these implementations with the defined maturity levels. The measurement results indicate
that the maturity level of Zero Trust implementation at PT XYZ is currently at the Initial level, characterized by the partial
implementation of Zero Trust controls and the suboptimal integration across security domains. These findings indicate the existence of
gaps in aspects such as visibility, automation, governance, and cross-pillar capabilities that hinder the organization from achieving a
higher level of maturity. The results of this study are expected to serve as a basis for developing strategic recommendations and an

implementation roadmap for Zero Trust to support advancement toward the Optimal level.
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I. INTRODUCTION

The concept of Zero Trust, was first introduced to address
the problems posed by threats from the Company's internal
parties [1]. Zero Trust Architecture (ZTA) is a new security
approach to building secure systems. ZTA establishes the
principle that no entity, either internal or external to an
organization's network, can be trusted automatically without
going through a verification process [2]. Zero Trust provides
data protection, even when employees access it from off-site
using personal devices [3]. This is important given the
increasing trend of remote work adoption and personaldevice
use by employees, which can increase the risk of data leaks
and threats to information security. The implementation of
zero trust is a complex process that covers various dimensions
in the security system [3].

The Zero Trust security model no longer relies on
perimeter-based security, but instead uses short-term
connections with strong authentication, dynamic trust, and
adaptiverisk assessment through complex security strategies
[4]. Thus, Zero Trust is not only a technical security
framework, but also an important strategy to protect an
organization's data, infrastructure, and operational continuity
in the midst of ever-evolving cyber threats [5].

The main components of ZTA include Identity and Access
Management (IAM), continuous authentication, the

OPEN#  ACCESS

application of the principle of Ileast privilege,
microsegmentation, and real-time monitoring [6]. These
principles ensure that access is only granted after going
through a thorough validation process, so as to suppress the
potential for lateral movements by malicious parties. Recent
studies showthatthe implementation of ZTA in cloud, hybrid,
and remote working environments can improve security
visibility and strengthen data protection mechanisms [7]. Zero
Trust therefore plays a role not only as a technical solution,
but also as a long-term security strategy that supports the
resilience of information systems as a whole.

PT XYZ, one of the telecommunications companies in
Indonesia, faces challenges in maintaining the security of IT
infrastructure from increasingly complex cyber threats. As
digital technology develops and the reliance on information
systems increases, cyberattacks such as malware, hacking,
phishing, and data theftare becomingmore frequent and more
difficult to detect. The conventional security approach that
has been based on the perimeter model, which relies on
network boundaries to distinguish between trustworthy
entities within the network and those that are not trusted
outside, is no longer adequate. This model hasa fundamental
weakness because it gives implicit trust to internal entities,
which can actually be used by parties who have successfully
infiltrated or by insider threat actors.
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In an effort to overcome these challenges, PT XYZ adopts
the ZTA approach as the main strategy in strengthening the
company's network security and data protection systems.
Through the implementation of Zero Trust, PT XYZ seeks to
build an IT environment that is more resilient to cyber attacks,
reduce the risk of data leaks, and increase visibility and
control over all activities on the network. In addition, this
approach also allows forthe implementation of more adaptive
and risk-based security policies in accordance with the
evolving threat dynamics. The implementation of ZTA is
expected to be able to support the sustainability of the
company's operations by  maintaining integrity,
confidentiality, and overall information availability. The
question of this research is "what is the maturity level of Zero
Trust implementation in XYZ companies?"

\

II. RESEARCH METHODS

This study analyzed the maturity level of Zero Trust
implementation usingthe Zero Trust Maturity Model (ZTMM)
framework developed by CISA. The flexibility and
comprehensive scope make this framework relevant for
various types of organizations, including in the government
and private sectors [8].

This modelprovides a systematic approachto assessing an
organization's progress in adopting Zero Trust principles.
ZTTM offers actionable and tailored guidance for various
regulatory environments as well as helps evaluate maturiy
levels, providing a clearpath forpracticalimplementation and
organizational development [9].

ZTMM consists of five main pillars, each of which is
supported by cross-functional capabilities, namely Visibility
and Analytics, Automation and Orchestration, and
Governance. This capability enables integration both within
and between pillars, thereby increasing interoperability and
supporting a gradual optimization process [9].

A. Identity

This pillar focuses on identifying, authenticating, and
managing user access through the implementation of access
control policies to verify users connected to the network,
leveraging dynamic and contextual data analysis to ensure
access is provided to users at the right time [10]. This can be
achieved through the implementation of strongauthentication,
context-based authorization, and identity risk assessment to
prevent excessive granting of access rights [9].

B. Devices

Devices refer to a variety of hardware assets that access
data on the Internet, such as smartphones, IoT (Internet of
Things) devices, laptops, Bring Your Own Devices (BYODs),
partner-managed devices, and hosted cloud servers [3]. This
diversity provides a very wide attack surface for
cybercriminals to attack. Organizations must ensure the basic
boundaries of device security protection as well as the
visibility of the device itself [8].

C. Network
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A network is an open communication medium thatincludes
a variety of channels, such as an organization's internal
network, wireless network, and the internet, as well as other
potentially usable channels, such as mobile networks and
application-level channels for message transmission [8]. The
network dimension of a Zero Trust implementation
essentially involves network segmentation, isolation, and
control. This is considered a crucial point in a zero trust
strategy, as when an attacker manages to gain access to a
network, they have the potential to have access to the entire
network [3].

D. Application and Workload

Applications and workloads include computer programs,
organizational systems, and services that can run in on-
premises environments, mobile devices, or cloud
environments [9]. This pillar shifts the focus from traditional
accreditation boundaries to treating externally facing
applications, ensuring secure delivery with granular access
controls and integrated threat protection across all deployment
environments [10].

E. Data

In a Zero Trust architecture, data security focuses on data
management, data grouping or classification, designing
classification schemes, and implementing encryption both
when data is being transmitted and when it is stored [3]. Data
is often a prime target for attackers, so a Zero Trust
framework puts data protection first. Therefore, organizations
need to understand where data is stored, how the data is
classified, who has access, and monitor and control data
access through the use of policies set by the policy engine.

III. RESULT AND DISCUSSION

While CISA ZTMM provides a valuable high-level
framework, it does not yet have the level of granularity
necessary for organizations to quantitatively assess their
current security posture and strategically plan their next steps.
Currently, there is no standardized assessmentsystem that can
provide an accurate measure of an organization's Zero Trust
maturity level [11].

To address these limitations, the study [11], proposed a
new quantitative assessment system designed to complement
the CISA ZTMM. This system allows organizations to self-
evaluate the maturity level of Zero Trust more precisely and
develop a focused implementation strategy. This scoring
system is directly aligned with the CISA ZTMM framework.
Each security function in the five core pillars is assigned a
numerical score that reflects its contribution to a particular
level of maturity. The maximum score that can be achieved
for the Optimal maturity level is 100, while the Advanced,
Initial, and Traditionallevels have maximum scores of 80, 60,
and 40, respectively [11]. In addition, this model also
integrates cross-functional capabilities namely Visibility and
Analytics, Automation and Orchestration, and Governance. as
the main supporting elements in the implementation and
evaluation of Zero Trust. This granular assessment approach
provides a more measurable framework that allows
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organizationsto take more appropriate steps in implementing
and improving their Zero Trust security posture [11].

In addition, this assessment approach allows organizations
to identify gaps (gap analysis) in each pillar and capability
more specifically, so that improvement priorities can be
determined systematically. Through structured score mapping,
organizations not only get an idea of the current level of
maturity, but also a clear direction of transformation towards
a higher level. This supports data-driven decision-making,
especially in designing a sustainable Zero Trust
implementation roadmap that aligns with business needs and
organizational risk profiles.

The evaluation of the maturity level of Zero Trust
implementation at PT XYZ was carried out through filling out
a questionnaire prepared based on five main pillars and three
cross-functional capabilities, where each question was
designed to measure the actual condition of the organization
according to the level of maturity. The questionnaire was
filled out by three departments responsible forthe main pillars,
with respondents who were Senior Engineers who had more
than five years of work experience at PT XYZ, so that the
assessment results obtained were considered representative
and credible. Furthermore, the responses that have been
collected are processed using a predetermined assessment
system to produce a maturity score as a whole and per pillar,
which is then presented in the form of a report that includes
assessment results and recommendations for improvement.

A. Zero Trust Maturity Evaluation

Based on the results of the Zero Trust Maturity evaluation
in Table 1, an assessment was carried out on five main
dimensions, namely Identity, Devices, Networks,
Applications and Workloads, and Data. The results showed
that PT XYZ obtained a Maturity Score of 60 out of a
maximum of 100. The Maturity Gap value in each dimension
indicates a gap between the current conditions of Zero Trust
implementation and the expected ideal conditions. This shows
that although a number of security controls have been
implemented, there is still a need to improve and strengthen
security policies and mechanisms, especially in the Networks,
Applications and Workloads, and Data dimensions which
have a relatively higher level of gap than other dimensions.

Table 1. Evaluation Results

Pillar Maturity Maximum Maturity
Score Score Gap

Identity 14 20 6

Device 13 20 7

Networks 11 20 9

Applications

and 11 20 9

Workloads

Data 11 20 9

Furthermore, based on the classification of maturity level
in Table 2, the totalscore of 60 is in the range of 41-60 so it
is categorized at the Initial level. This level indicates that
organizations have begun to adopt the basic concepts and
principles of Zero Trust, but the implementation is still in its
early stages and hasnotbeen thoroughly integrated across all
security dimensions.

OPEN#  ACCESS

Table 2. Level Maturity

Total Score Level
0-40 Traditional
41 - 60 Initial
61 - 80 Advanced
81 -100 Optimal

At the Initial level, the implementation of Zero Trust is still
limited to basic security controls and is not supported by
comprehensive automation and policy integration. This
condition shows that implementation is still partial and has
not been able to provide consistent protection at all levels of
infrastructure.

B. Analysis of the Maturity Level of Each Pillar

In the Identity pillar, PT XYZ obtained a score of 14 out of
20 1in Table 3, which shows that the organization hashadquite
good capabilities in the implementation of basic identity
control. The implementation of the authentication mechanism
has included the use of multi-factorauthentication (MFA) as
well asstructured management of useridentities, thus placing
the organization at the Initial stage within the CISA ZTMM
framework. However, when compared to the characteristics
of'the Optimal level, there are still significant gaps, especially
in the aspects of continuous identity validation and risk-based
access control. The identity verification process is currently
still in the early stages of access and has not taken place
continuously verification, while identity risk assessments are
still static and have not been supported by real-time-based
analytics. In addition, integration between identity stores is
notyet fully integrated, limiting the visibility and consistency
of identity management across the system environment. The
application of the least privilege principle is also not optimal
because it hasnot been supported by the just-in-time (JIT) and
just-enough access (JEA) mechanisms. To achieve a higher
level of maturity, PT XYZ is increasing the use of phishing-
resistant MFA, integrating all identity sources, as well as
adopting a risk-based approach supported by real-time
analytics. This effortis in line with the core principles of Zero
Trust which emphasize that identity verification should be
done in an adaptive and continuous manner, not only at the
beginning of the authentication process, but throughout the
access to resources lifecycle [8].

In the Devices pillar, PT XYZ obtained a score of 13/20
shown in Table 4, this shows the position at the Initial level
within the CISA ZTMM framework. Organizations already
havebasic capabilities such as asset inventory, visibility into
most devices, and device management policies. However,
there are still gaps in the aspects of continuous compliance
monitoring that are not yet real-time and device threat
protection that is still partial and not yet integrated (e.g.
centralized EDR). To reach a higher level, PT XYZ needs to
improve continuous and real-time monitoring of devices,
integrate end-to-end threat protection, and implement
automation in device management, including isolation and
automated remediation. This is important to support the Zero
Trust principle which emphasizes continuous verification of
devices [8].

The value in the Networks pillar of 11/20in Table 5 shows
a significant maturity gap, with the position of PT XYZ still
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dominated by the Traditional level and some are starting to
move towards Initial. Network architecture still relies on
macro segmentation and perimeter-based security approaches,
so it does not support micro-segmentation and dynamic
network policies. Although there has been a basic
implementation of encryption and traffic management, both
are still staticand notyetadaptive to risk. In terms of visibility
and analytics, monitoring is still limited to compromise
indicators without real-time cross-system telemetry
correlation. In addition, the aspects of automation, resilience,
and governance are also still low and tend to be manual and
reactive. Overall, the main weakness lies in the lack of
granularity of control, automation, and the lack of
implementation of the principle of least privilege connectivity.
To achieve the optimallevel, a transformation towards micro-
segmentation, risk-based dynamic policies, and a more
distributed network architecture according to Zero Trust
principles [8] is needed.

In the Applications and Workloads pillar with a score of
11/201in Table 6, PT XYZ is still atthe Traditional level with
a small increase towards Initial. Organizations have
implemented basic practices such as separation of
development and production environments and simple access
controls, but security integration across the entire application
lifecycle (DevSecOps) hasnot been optimal. The application
security testing process is still partial and not yet automated,
while application threat protectionis still generic and hasnot
been integrated into the application workflow. In addition, the
application access mechanism is still based on static
authorization and has not implemented context-based
continuous authorization. The aspects of visibility,
automation, and governance are also still limited and tend to

be manual. To achieve the optimal level, it is necessary to
integrate end-to-end security in the application lifecycle,
implement continuous authorization, and strengthen Zero
Trust-based access control with an assume breach approach
[8].

The value of the Data pillar with a score of 11/20 in Table
7, PT XYZ is still atthe Traditionallevel with several initial
initiatives towards Initial. Organizations have implemented
basic access controls as well assome encryption mechanisms
to protect data, but overall data management is still
unintegrated and adaptive. The main weakness can be seen in
the data classification and labeling process which is still
carried out manually, so thatit is not able to keep up with
changes in data sensitivity dynamically. In addition, access
control to data isstill static and hasnotimplemented context-
based or risk-based dynamic data access controls. Visibility,
automation, and governance aspects are also still limited, with
data monitoring and management not yet supported by
adequate analytics and automation. To achieve the Optimal
level, PT XYZ needs to implement automatic data
classification and labeling, implement dynamic access control,
and expand data encryption both atrest, in transit, and in use.
In addition, the application of data loss prevention based on
behavioral analytics is important to ensure data protection
throughout its lifecycle, in line with the Zero Trust principle
that places data as the center of protection [8].

Table 3. Maturity Score Pilar Identity

Category Identity (14/20) Cross-Cutting capabilities
Function | Authentication Identity Stores | Risk Access Visibility and Automation and | Governance
Assessments Management Analytics Orchestration
Initial MFA has been Identity Risk assessment | Access control | Limited Identity processes | Governance
implemented for | management is performed is basic and not | visibility, noreal- | are manual/semi- | exists at a basic
authentication. exists but is but remains adaptive. time identity automatedand not | level but is not
[SCORE~=4] limited and not | static. [SCORE=2] analytics orchestrated. risk-driven or
integrated. [SCORE=3] implemented. [SCORE=1] fully enforced
[SCORE=2] [SCORE=1] [SCORE=1]
Table 4. Maturity Score Pilar Device
Category Identity (13/20) Cross-Cutting capabilities
Function | Asset & Supply Policy Resource Device Threat Visibility and | Automation and | Governance
Chain Risk Enforcement & Access Protection Analytics Orchestration
Management Compliance
Monitoring
Initial Assetinventory is | Basic policies Device accessto | Threat Limited No automation or | Governance is
mostly available, exist, but resources is protectionexists | visibility orchestration in minimal and
but supply chain compliance controlled but at a basic level without real- device notrisk-based.
risk is not fully monitoring is not | not context- and is not time analytics. | management [SCORE=1]
managed. continuous. aware. integrated. [SCORE=1] [SCORE=1]
[SCORE=3] [SCORE=2] [SCORE=3] [SCORE=2]
| ACCESS
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Table 5. Maturity Score Pilar Network

Category Identity (11/20) Cross-Cutting capabilities

Function Network Network Traffic Network Visibility and | Automation Governance

Segmentation Traffic Encryption Resilience Analytics and
Management Orchestration

Traditional | Agency begins Agency applies | Agency has Network Monitoring is | Network Policies are static and
to adopt limited | basic traffic implemented resilience is based on configuration perimeter-based,
segmentation for | rules and encryption for still reactive limited and policy without dynamic
critical configurations, | both internal and | and limited. indicators of | enforcement are | enforcement or
workloads, but | mostly static external No adaptive compromise mostly manual | identity/application-
architecture still | and manually communications | mechanisms (I0C) and with minimal based controls.
relies on macro | managed. No with basic key to lacks automation. No | Governance is not yet
segmentation dynamic orrisk- [ management dynamically centralized orchestration or | aligned with Zero
and perimeter- based traffic practices, but handle telemetry automated Trust principles.
based controls. | prioritization is | lacks enterprise- | workload correlation change [SCORE=1]

Micro- implemented. wide optimization | changes or across management
segmentation [SCORE=2] and cryptographic | ensureservice | systems. No processes are
and application- agility continuity. real-time implemented.
based policies [SCORE=3] [SCORE~1] analytics [SCORE~1]
are not yet capability.
implemented [SCORE=-1]
[SCORE=2]
Table 6. Maturity Score Pilar Applications and Workloads
Category Applications and Workloads (11/20) Cross-Cutting capabilities

Function Accessible Secure Application | Application | Application Visibility and | Automation Governance
Applications | Application Security Threat Access Analytics and
(Formerly Development | Testing Protection (Formerly Orchestration
Accessibility) | and (Formerly (Formerly Access

Deployment Application | Threat Authorization)
Workflow Security) Protections)

Traditional | Agency Agency has Application | Application | Access control [ Monitoringis | Automationin | Governance
provides begun security threat is implemented | limited and not | application relies on
limited access | separating testing is protection is | using basic yet integrated configuration | basic policies
to some development | conducted minimal and | authorization across and and manual
mission- and but still applied mechanisms, applications; deploymentis | enforcement,
critical production partial and generally, but lacks lacks minimal, with [ without
applications environments | largely withoutdeep | contextual and | comprehensive | mostprocesses | integration
over network | and applies manual, integration continuous visibility and still manual into
connections basic controls, | without full | into authorization real-time and not DevSecOps
with basic but secure integration application based onriskor | analytics. orchestrated. or automated
protection development | into the workflows or [ behavior. [SCORE~1] [SCORE~1] policy
mechanisms. | practices and | development | advanced [SCORE=2] control.
Accessibility | CI/CD-based | lifecycle. threat [SCORE=1]
is still automation [SCORE=2] | detection
restricted and | are not yet [SCORE=1]
not fully fully
optimized implemented.

[SCORE=1] [SCORE=2]
Table 7. Maturity Score Pilar Data

Category Data (11/20) Cross-Cutting capabilities

Function Data Data Data Data Data Access | Visibility Automation Governance
Inventory Categorization | Availability | Encryption and and
Management Analytics Orchestration

Traditional | Agency has Data Data is Agency Access to Monitoring Data Governance
basic data classification available to implements data is of data management policies exist
inventory and labelingare | users based | encryption for | controlled access and processes are | butare basic,
practices and performed on basic certain data at | using static usage is mostly manual | static, and
partial visibility | manually and needs, but rest and in policies limited, with minimal not fully
of data assets, | inconsistently, | lacks transit, butnot | without without automation in aligned with
butinventoryis | lacking dynamic consistently dynamic, integrated classification, | data-centric
not fully automation and | access applied across | risk-based, or | analytics or | protection, or | Zero Trust
comprehensive | dynamic mechanisms | all data context- real-time access control. | principles
or continuously | sensitivity and environments. | aware access | visibility into | [SCORE=1] [SCORE=1]
updated. adjustment. contextual [SCORE=2] control. data
[SCORE=2] [SCORE=1] controls. [SCORE=2] | activities.

[SCORE=1] [SCORE=1]
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I'V.CONCLUSIONS

Based on the results of the evaluation of the maturity level
of Zero Trust implementation, PT XYZ obtained a maturiy
score of 60 out of a maximum of 100, which placed the
organization at the Initial level. This achievement shows that
organizations have adopted the basic principles of Zero Trust
across all key pillars, namely Identity, Devices, Networks,
Applications and Workloads, and Data. However, the
implementation is still partial and has not been fully
integrated, and has not been supported by adequate
automation and analytics capabilities. When associated with
the CISA Zero Trust Maturity Model (ZTMM) framework,
this condition indicates that PT XYZ has surpassed the
Traditional phase, but still has a significant gap to reach the
Optimal level. The gap mainly lies in the lack of optimal
implementation of continuous verification, dynamic policy
enforcement, and cross-pillar integration needed to fomm
adaptive and contextual security policies. Overall, the results
of the assessment confirm that PT XYZ already hasan initial
foundation in the implementation of Zero Trust. However,
further improvements are needed, particularly in the areasof
automation, cross-domain integration, and continuous
analytics, to drive the transformation towards a higher level
of maturity and comprehensively aligned with Zero Trust
principles.
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